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PRELIMS TO A DIALOGUE
1. Explore a perceived “Gap” in the EM/DR process

2. Explain the tools we already have…
Strategic Telework
Regional Telecommuting Action Plan

3. … and then discuss a new capability to address the “Gap”
The Vulnerability Audit

4. If you agree there’s a problem,  is this an answer?
Discussing “roles”
Requesting Input



FIRST, SETTING THE CONTEXT

1. Telecommuting is…
… the replacement of a physical trip by an electronic application
… inclusive of telemedicine, distance learning, e-Commerce, telework.
… everywhere- yet invisible to policy makers

2. Telework…
… has not been quantifiable
… has not been projectable
… is dominated by an approach that is not strategic, by design



THESIS: Silos are Unsustainable

ANTITHESIS: 
We Must Pursue Integrative Solutions
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COOP AS MITIGATION
Would EM/DR Benefit from Greater Integration?

Of the $60+ billion cost for 9/11 and Katrina, 30-50% was 
business interruption costs.

Of companies experiencing catastrophic data loss:
43% of companies never reopened
51% of companies closed within 2 years
80% of companies that do not recover within one month are likely to fail.
75% without BCP/COOP fail within three years of a disaster 

There are but two, fundamentally linked, tasks:
1. Make sure the data and networks survive
2. Make sure your staff has access

Remember 9/11:  COOP in Isolation is a Disaster Amplified
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• Hot site - Fully operational computer center including data and voice 
communications. 

• Alternate LAN Server - A LAN server, fully configured, ready to be 
shipped and installed at the organization's permanent or alternate site.

• Physical separation of telecommunications network devices (previously 
centralized) to reduce the likelihood of a single point of failure. 

• Establishment of SLA- Service Level Agreements with a BCP recovery 
company to provide services such as hot, warm or cold sites and 
mobile facilities.

• Duplication of telecommunications network such as designating another 
telecommunication carrier or switching capability.

• Creation of a full-time BCP team which is responsible for maintaining and 
testing the organization's technical BCP.

• And Pre-Deployed, telework-based, COOP team

FORMS OF COOP 
Selecting the "Right" Business Continuity Planning Recovery Strategy by Ken Doughty CISA CBCP
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TYPICAL COOP COSTS 
Selecting the "Right" Business Continuity Planning Recovery Strategy by Ken Doughty CISA CBCP

•

 

Activation of SLA - often a once-up cost, plus on-going costs until 
services/products are no longer required (cessation of disaster)

• Staffing such as overtime, temporary, contractors and others 

• Logistics such as transportation of staff and resources, couriers etc

•

 

Accommodation costs such as hiring personnel/leasing of temporary 
offices, accommodations for staff and other personnel 

•

 

Procurement of non-IT resources including desks, chairs, tables, 
safes, cabinets, photocopiers and stationery 

•

 

Procurement of IT resources including faxes, hand-sets, printers, desktop 
PCs, notebook computers, terminals, and scanners 

•

 

Miscellaneous costs such as insurance deductibles, security, salvage of assets 
and clean up at disaster site, and emergency services costs 
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ARE THE PRIORITIES RIGHT?
If …

… most plans focus on systems 
… most plans are rarely tested
… most plans do not consider shared resources
… most of the costs are associated with staff

And if  Strategic Telework…
… is tested every day
… has equipment and staff in place
… by it’s nature, reduces costs

Then…
… is telework not beneficial? 
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TELEWORK DEPLOYMENT PLAN 
Modeling Screen



TELEWORK DEPLOYMENT PLAN
Five -Year Deployment Benchmarks
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TELEWORK DEPLOYMENT PLAN
Emergency Deployment
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THE RTAP: Phase I
At 100% Deployment of the Potential
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RTAP: Phase I
Telework’s Impacts, by Sector
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THE RTAP: Phase I
Analyzing/Quantifying Deployment Options 

Corridor Impacts
Or

Traffic Assignment 
Zones

Or
Response Area

Or
Business Sector 

OR
City/County

Or
????????
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THE VULNERABILITY AUDIT
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THE VULNERABILITY AUDIT
The Deployment
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THE VULNERABILITY AUDIT
Deployment Selection
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THE VULNERABILITY AUDIT
Bandwidth Demand
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Wrap Up and Dialogue

• Do you agree with the benefits of this overall approach?
• Would this tool help readiness/mitigation?
• Do you have data sets that should be included?
• Would you like to help deploy this tool?

John Sanger, President
Tele-Commuter Resources

www.telecommuter.org
jfsanger@telecommuter.org

651-486-8408

Partners in the effort:

SYNTHESIS: 
Collaboration, with Relevant Tools, Yields Better Results 
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